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Multi-factor authentication

Korpinen Kalle
verkko-opetuksen asiantuntija

Follow the instructions below to set up multi-factor authentication. It is
recommended to use a computer and a browser for commissioning.

You also need your phone.

1. Open browser on your computer and log into https://aka.ms/ssprsetup_
2. Type your own email address and password.

B¥ Microsoft
Sign in

efunimi.sukunimi@kamb.f

Mo account? Create one!

Can't access your account?

3. After logging in you are informed to download Microsoft Authenticator
application to your mobile phone. You find the application in App Store or
Google Play by name "Microsoft Authenticator".

https://edukainuu.sharepoint.com/sites/KAMKICT-palvelut/SitePages/Multi-factor-authentication.aspx
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4. If you want to use phone call or SMS for multi-factor authentication
instead of the Authenticator, move straight to step 14 in this guide.

KEEP your account secure

Your organizatucen reguines you o 54 up the following rathods of prossng wiho you ane

Mathed 104 2: App

Adp

P
Microsoft Authenticator
Start by getting the app
"~
o O your pharse. install the Microdoft Authenticator app. Dow
Aftar you install the Micresoh Auibentcabor 3pp om youl dence, choose "Mexd”
-
1wt B2 SE up & differant mathad Skep sElu
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Microsoft Corporation

What's new e 5,
Last updated 17 Dec 2020

We're always working on new features, bug
fixes, and performance improvements. Make s...

Rate this app

Tell others what you think
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Write a review
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App Store Preview

This app is available only on the App Store for iPhone, iPad, and Apple Watch.

Microsoft Authenticator

n Protects your online identity

Microsoft Corporation

#8 in Productivity

*Akkkk 48 .711K Ratings

Free
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4. When the application is installed to mobile phone, click Next on your
computer's browser.

5. Open installed Microsoft Authenticator application in your mobile phone and
press Add account. Select Work or school account.

Let's add your first account!

TR

For further assistance, see the Help
section in the menu.

https://edukainuu.sharepoint.com/sites/KAMKICT-palvelut/SitePages/Multi-factor-authentication.aspx 4/12



25/01/2021 Multi-factor authentication

Add account

kind of account are you adding?

Personal account

Work or school account

A e N % e talia e i

Other account (Google, Facebook, etc.)

©0/l6 |6 |

6. Press next button on your browser.

Method 1 of 2: App

(7] 2

App Phors

Microsoft Authenticator

Set up your account

I prampted. allow notifications. Then add an account, and select “Work or school®.

. -

| wand 1o 381 up & diffesent methad Sap setup

7. Next there will be QR code on your computer browser. Read QR code with
your Microsoft Authenticator -application’'s QR code reader.
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Method 1of 2: App

App Phone

Microsoft Authenticator

Scan the QR code

Lise the Miorosolt Authenticator app to scan the OR code. This wall connect the
Mcrosoft Authenticator app with your sccount

Can't scan image?

| 'want to set up & defferent method Siop sebup

) O 2% 4 8 1345

< Lisaatili

Tilipatvelun tarjoajasi ndyttal QR-koodin.

VOIT MYOS ANTAA KO0DIN MANUAALISESTI

8. Press Next button in browser.

9. Next step is to verify that you are right person. Add your work phone number
as your phone number (area code Finland +358) and choose wanted
authentication method:

Text me a code: you will get text message from Microsoft. The message will
come from number +44 7781 470659 or hidden number. There will be six digit
number code in the message.
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Call me: you will get phone call from hidden number. Phone call is automatic.
You need to press # key (hash / number sign) on your phone during the call.

Methad 2 of 2: Phone

Phone

Vou Can prove who you &0 by ardwenng & call on your phane or texting & code 1o your phons.
What phons rumber would you ke to use?

Finlamd [+ 358}

&) Text me & code

Call me
"

| vednt to 321 up & chifferent method Skip s#lup

10. Press Next button on your computer browser.
11.  Next you will get notification on your browser that verification was
successful.

Method 2 of 2: Phone

Apgp Fhome

Phaone

SRS varified succassiully

| widehif b6 484 up & different methed Skip s&bup

12.  Finally you will get notification that set up for multi-factor authentication
has been done successfully.
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Kathod 2 of 2: Done

Phane

SUCCess

Great job! You have successfully set up your secunty info. Choose "Done” to contines signing in

Default sign-in method: Microioft Authentcates - notification

Phionie

Microzoft Authanticator

o o §

Microsoft Authentcaior

13. When later authenticating to services and there is a need for multi-factor
authentication, you will get following notification on your phone.

Telia FI 80% M 9.30
LT I \| D
Wed, 13 Jan tes v

6 Authenticator * now »

Approve sign-in?
KamIT 365
Matti.Meikalainen@kamk fi

DENY APPROVE

CLEARALL

Telia FI
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Authentication by phone call or text message

14. If you don't want to set Microsoft Authenticator application as multi-factor

authentication method, you can choose also phone call or text message instead
of it. This is done at the start of registration before downloading the application.

Choose "l want to set up a different method". In this example we are using
phone call authentication method.

Keep your account secure

Yiour organizaticn neguines you o 56t up the following methods of proving who you ans

Mathesd 104 2: App

Microsoft Authenticator

Start by getting the app
~
o O yowar phore. install the Microsoft Authenticator app. Dow o

by 4 4 it ' s
M - —d -
Add a method
Phone Ry

15. Next write your work phone number and choose preferred authentication
between Call me or Text me a code. In this example we are using phone call
authentication method.
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Phone

You can prove who you are by answering a call on your phone or
texting a code to your phone,

What phone number would you like to use?

Finland (+358) v 0441234567

O Text me a code

@ Call me

Message and data rates may apply.

Phone

We're calling +358 04412345678 now.

Back

16. During the phone call you will be told to press # key (hash / number

sign) on your phone. After you have pressed # key you can close the phone call.
You will get notification on your computer's browser that phone call was
successfully done. Press Done button. You have now successfully completed the
set up for multi-factor authentication.
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Phone

Call answered

17. If you selected call or text message, you will get call or text message every
time there is need for multi-factor authentication. If you selected to use the
application, you will get notification on your phone. Please, remember to keep

your phone with you all the time when using services.
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